
Incident Response
Google Cloud Platform



Incident Response in GCP | dvirus.training

Agenda

● Hey - Pixies 03:31
● The Mission -  Puscifer  03:43
● Panic Attack  - Dream Theater 07:16
● Land of Confusion - Genesis 04:46
● Know Your Enemy -  Rage Against The Machine 04:55
● Invincible - Tool 12:44
● On the Run - Pink Floyd 03:36
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Daniel Rodriguez
Security Consultant
Incident Response / Digital Forensics
Twitter @dvirus 
Website:   https://dvirus.training/ 

https://dvirus.training/


The
Mission



Incident Response in GCP | dvirus.training

The organization has your first assignment:

From: The Boss
To: Cloud Security Engineer
Sent: 2022-11-04T17:20

Your mission is to detect an attacker who is 
attacking our systems. Several sensitive 
files are being leaked from our GCP 
buckets.

Objects affected:
- Virtual machines
- Kubernetes cluster
- Cloud storage
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Here we go!

❏ Built-in audit logs
❏ Platform Logs
❏ Host (VMs) Logs
❏ App Logs
❏ VPC Flow Logs
❏ Firewall Logs
❏ Network Capture
❏ Load Balancing Logs
❏ Google Cloud Storage Logs
❏ Google Cloud Storage Usage Logs
❏ GKS logs 



Beautiful 
Disaster
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Here we go!
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Mission Failed

From: The Boss
To: Cloud Security Engineer
Sent: 2022-11-04T17:28

You lost the mission, you're fired!!!
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The Challenges

● Huge Ecosystem 
● A lot of data ($$$)
● No security budget
● No logs, no evidence
● Data transfer pricing (Logs and forensic images outside of GCP)
● Cloud Security Skills (AWS, Azure, GCP, Alibaba)
● Lack of preparation



Land of
Confusion
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Incident Response Process

NIST SP 800-61 PICERL
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What are we going to defend?

https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy 

https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy
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What are we going to defend?

https://googlecloudcheatsheet.withgoogle.com/
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What are we going to defend?

https://googlecloudcheatsheet.withgoogle.com/architecture
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Let's build a Threat Model

1. We have a diagram
2. Set the scope
3. Zoom in on your scoped area. Model the data flows and trust 

boundaries between components in a data flow diagram
4. Analyze the system from the adversary perspective, think about how 

a Threat actor might try to attack components.
5. Now that we know who we are defending against, we can enumerate 

some threats / vulnerabilities / risk and countermeasure 
6. Easy right?



Know
your Enemy
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Threat Intel

1. Intelligence is information that is used to make a decision.

2. Threat intelligence is information about adversaries that is used to 
make a decision.
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Profiling

● State-sponsored
● Organized Crime Groups
● Hacktivists
● Terrorists
● Malicious Insiders
● Competitive Organizations
● Script Kiddies
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Their Motivations

Intellectual Property Supply chain attacks Financial Fraud Extortion

Espionage Hacktivism Revenge
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Threat Actors

https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://adversary.crowdstrike.com/en-US/
https://oasis-open.github.io/cti-documentation/examples/identifying-a-threat-actor-profile
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Threat Actors

https://attack.mitre.org/groups/G0139/ 

https://attack.mitre.org/groups/G0139/
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Threat Actors



Invincible
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Threat Model 101

https://arstechnica.com/information-technology/2017/07/how-i-learned-to-stop-worrying-mostly-and-love-my-threat-model/ 

https://arstechnica.com/information-technology/2017/07/how-i-learned-to-stop-worrying-mostly-and-love-my-threat-model/
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Attack Trees

Attack Trees
B. Schneier

Dr. Dobb's Journal, December 1999.

Modeling security threats
https://www.schneier.com/academic/archives/1999/12/attack_trees.html 

https://www.schneier.com/academic/archives/1999/12/attack_trees.html
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Attack Trees
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Tactics and Procedures

Lateral Movement & 
Privilege Escalation 
in GCP
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Mitre ATT&CK
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Mitre ATT&CK



On the Run
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Resources
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Resources
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Test the TTPs


