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Hey - Pixies 03:31

The Mission - Puscifer 03:43

Panic Attack - Dream Theater 07:16

Land of Confusion - Genesis 04:46

Know Your Enemy - Rage Against The Machine 04:55
Invincible - Tool 12:44

On the Run - Pink Floyd 03:36
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The
Mission




The organization has your first assignment:

From: The Boss
To: Cloud Security Engineer
Sent: 2022-11-04T17:20

Your mission is to detect an attacker who is

attacking our systems. Several sensitive
files are being leaked from our GCP
buckets.

Objects affected:
- Virtual machines
- Kubernetes cluster
- Cloud storage
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Built-in audit logs

Platform Logs

Host (VMs) Logs

App Logs

VPC Flow Logs

Firewall Logs

Network Capture

Load Balancing Logs
Google Cloud Storage Logs
Google Cloud Storage Usage Logs
GKS logs

Lol oo dodo
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== Il Built-in audit logs

Platform Logs

Host (VMs) Logs

App Logs

VPC Flow Logs

Firewall Logs

Network Capture

Load Balancing Logs
Google Cloud Storage Logs
Google Cloud Storage Usage Logs
GKS logs
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Configure Data Access audit logs 0 - Send feedback

This guide explains how to enable or disable some or all Data Access audit logs in your Cloud projects, billing accounts,
folders, and organizations by using the Google Cloud console or the API.

Before you begin

Before you proceed with configuring Data Access audit logs, understand the following information:

Y Important: Data Access audit logs volume can be large. Enabling Data Access logs might result in your Cloud project being charged
for the additional logs usage. For pricing information, see Google Cloud's operations suite pricing: Cloud Logging.

Y Important: If you have configured Data Access logs to track access to objects, authenticated browser downloads from
storage.cloud.google.com may result in a 463 response. For solutions to this issue, see the Cloud Storage troubleshooting guide.

« Data Access audit logs—except for BigQuery—are disabled by default. If you want Data Access audit logs to be
written for Google Cloud services other than BigQuery, you must explicitly enable them.

» Data Access audit logs are stored in the _Default bucket unless you've routed them elsewhere. For more
information, see Storing and routing audit logs.

» Data Access audit logs help Google Support troubleshoot issues with your account. Therefore, we recommend
enabling Data Access audit logs when possible.
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Mission Failed

From: The Boss
To: Cloud Security Engineer
Sent: 2022-11-04T17:28

You lost the mission, you're fired!!!

(% BLUE
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The Challenges

Huge Ecosystem

A lot of data (SSS)

No security budget

No logs, no evidence

Data transfer pricing (Logs and forensic images outside of GCP)
Cloud Security Skills (AWS, Azure, GCP, Alibaba)

o Lack of preparation
o+ %
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Land of
Confusion




- People - Policies -Tools - Training _7‘
Preparation — - Notes - Procedures - Mgt Tng - Jump Bag —
- Relationships - Coms plan J
~— - Awareness - Alert Early -Primary IR Handler - Unusual Files —
d ifi z | - Need to Know - Use OOB Comms - Passive monitoring - Analyze Logs L
Identification - - Unusual processes - New Accts / Privs - Odd Sch Tasks - Chain of Custody |

|
'

Unusual Security Evts —

Stop Bleeding - Short-term - Back-up - Long-term
- Categorize - Criticality - Sensitivity - Document Actions
Containment - Notify Mgt - Asgn Primary IRH - Low Profile - Infected Vlan
/ - Remove LAN Cbl - FW/IDS Filters - ISP coord - Forensic Images
Eontainment : (r;/:‘egn;:\r'/ydcsaptures :Idlljs;iec:;:g:: Logs - Patch Exploited Vuln(s) =
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity
- Del Artifacts - Root Cause - Restore Back-up - Remove Malware
Eradication — - Apply All Patches - Addl FW / IDS Filters - Chg DNS Names - Rescan network =
- Black Hole IP’s - Seek other Host footholds - Wipe/Format/Rebuild
- Return to Ops - Test /Doc Baseline - Move to Production (Approval)
Recovery - Monitor (signs/shells/artifacts/events) - Script searches for attacker artifacts
[ - Documentincident - Immediately upon recovery Phase - Assign to on-Scene IRH |
Lessons Learned — - All affected parties review / comment on draft - Reach Report Consensus ‘_

- Finalize Report - Provide Exec Summary - Address Process not people [

~— - Seek Required Changes - Seek Funding - Update Procedures =

NIST SP 800-61 PICERL
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O Google Cloud

D Google Cloud

Lifecycle

@ Company

Identities
6 IAM
Roles

rolderz
B FolderB

Organization

> BB Folder A

z H Shared
88 Department X B8 Department B tsructre Google Workspace or L
| Cloud Identity [T 2
l l Ownership
BB TeamA BB TeamB J—J
v Recovery ¥
— glcud " gpp o Eempme ofé s
. torage «(0)» Engine Z4: Engine A ul
i Pisdic] B Product? - Buckets . Services *** Instances ‘
i gi;:gpmmt i Test project g:gji‘éium
https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy

o'z Compute Engine . AppEngine =1 Cloud Storage
“yei- Instances “27 Services E=01 Buckets
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https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy

Q Database

Relational and non-relstionsl databases

Al/ML

Creste & use ML models

@ | pevopscico

Integrate and deliver continuously

@ | © | Networking

Manage, connect, secure, and scale your
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https://googlecloudcheatsheet.withgoogle.com/

Google Cloud

Developer cheat sheet

[ ] = B B
# transparent C

Q

-
Reference <
Architectures

a a

Gaming Serverless
Database Ecommerce

AML
Networking
DevOps CIICD
Identity and Security
Management Tools
Application Integration
Gaming
Mobile (Firebase) N

.o°l¢0-—/A@u

Sample Gaming Backend Databases Architecture

Auth / Player Database Analytics Backend

Game Database Layer
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https://googlecloudcheatsheet.withgoogle.com/architecture

Channel Services Integration

% APIs

Sample Architecture for Modern Digital Bank

Event / Transformation Hub Enterprise Data Lake

Connectors

Customer Applications|

(

m
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https://googlecloudcheatsheet.withgoogle.com/architecture

Let’s build a Threat Model

We have a diagram
Set the scope
Zoom in on your scoped area. Model the data flows and trust
boundaries between components in a data flow diagram

4. Analyze the system from the adversary perspective, think about how
a Threat actor might try to attack components.

5. Now that we know who we are defending against, we can enumerate
some threats / vulnerabilities / risk and countermeasure

6. Easy right?

|
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Know
your Enemy




Threat intel

1. Intelligence is information that is used to make a decision.

2. Threat intelligence is information about adversaries that is used to
make a decision.

Incident Response in GCP | dvirus.training



7N
nanl

SEEEED

Monnngld

Incident Response in GCP | dvirus.training

State-sponsored
Organized Crime Groups
Hacktivists

Terrorists

Malicious Insiders
Competitive Organizations
Script Kiddies



Their Motivations

A

Intellectual Property Supply chain attacks Financial Fraud Extortion

Espionage Hacktivism Revenge
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Threat Actors

E T DA dninawdannginmmadidnnrailnd
Electronic Transactions Development Agency

Groups Tools Search Statistics

———

ome > List all groups > Anchor Panda, APT 14 Search

‘hreat Group Cards: A Threat Actor Encyclopedia

© APT group: Anchor Panda, APT 14

Names  Anchor Panda (CrowdStike)
APT 14 (Mandiant)
Aluminum (Microsoft)
QAZTeam (7)

Country | crina

Sponsor  State-sponsored, PLA Navy
Motivation  Information theft and espionage
First seen 2012

Description (CrowdsStrike) Anchor Panda is an adversary that CrowdStrike has tracked extensively over the last year targeting both civilian and
military maritime operations in the green/brown water regions primarily in the area of operations of the South Sea Fleet of the PLA Navy.
In addition to maritime operations in this region, Anchor Panda also heavily targeted western companies in the US, Germany, Sweden,
the UK, and Australia, and other countries involved in maritime satellite systems, aerospace companies, and defense contractors.

Not surprisingly, embassies and diplomatic missions in the region, foreign intelligence services, and foreign governments with space
programs were also targeted.

Observed  Sectors: Aerospace, Defense, Engineering, Government, Industrial and NGOS in the green/brown water regions primarily in the area of
operations of the South Sea Fleet of the PLA Na\
Countries: Australia, Germany, Sweden, UK, USA and others,

Tools used  GhOst RAT, Poison Ivy, Tom RAT.

Information ~ <https:
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Identifying a Threat Actor Profile

Commercial threat intelligence providers and well-resourced government agencies often attribute
malicious activity to a particular threat actor or actor group.

Scenario

In this scenario, a threat actor group named “Disco Team” is modeled using STIX Threat Actor and
Identity objects. Disco Team operates primarily in Spanish and they have been known to steal credit
card information for financial gain. They use the e-mail alias “disco-team@stealthemail.com” publicly
and are known alternatively as “Equipo del Discoteca”.

Data model

Threat actor identification is, as you would expect, represented using the Threat Actor STIX Domain
Object (SDO). Information relevant to threat actors, such as goals and motivations, can be captured
within this object. Other basic information not specific to threat actors, such as contact information, is
best represented using an Identity SDO. Identity objects can also be used for more than threat actors
in STIX. They can model organizations, government agencies, and information sources to name a few.

A diagram of this relationship below shows the Threat Actor and Identity SDO's and the Relationship
SRO (An interactive version can be found here):

Disco Team Threst Actor Group. Disco Team

Threat Actor Type: Crime syndicate Identiy Class: Organzaton
Allases: Eauio de Discoteca Contactinformation: sco-
Roles: Agent Aributed To teams@stealthemail com
Sophistcation: Expert N

Resource Level: Organization

Primary Motvation: ersons Gain



https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://adversary.crowdstrike.com/en-US/
https://oasis-open.github.io/cti-documentation/examples/identifying-a-threat-actor-profile

Threat Actors

Matrices Tactics ~ Techniques ~ Data Sources Mitigations ~ Groups Software

MITRE | ATT&CK'

Campaigns Resources ~ Blog & Contribute

ATT&CK v12 is now live! Check out the updates here

GROUPS Home > Groups > TeamTNT
Strider i
Suskty TeamTNT
TA459 TeamTNT is a threat group that has primarily targeted cloud and
TAS05 containerized environments. The group as been active since at least ID: Go139
TA551 October 2019 and has mainly focused its efforts on leveraging cloud Contributors: Will
and container resources to deploy cryptocurrency miners in victim Thomas, Cyjay, Darin
TeamTNT : poy.enn Y Smith, Cisco
environments.|'[2 )
TEMP.Veles Version: 1.2
The White Company Created: 01 October
. 2021
Threat Group-1314
e Last Modified: 19
Threat Group-3390 October 2022
Thrip
Version Permalink
Tonto Team
Transparent Tribe Techn Iques Used &CK® Navigator Layers ~
Tropic Trooper Domain D Name Use
Turla . i
Enterprise T1098 .004 Account Manipulation: SSH TeamTNT has added RSA keys in
Volatile Cedar Authorized Keys authorized_keys .®I'0
Whitefly Enterprise  T1583 001 Acquire Infrastructure: TeamTNT has obtained domains to
. . Windigo Domains host their payloads.'")
https://attack.mitre.org/groups/G0139/ ‘
Windshift Enterprise  T1595 .001 Active Scanning: Scanning IP TeamTNT has scanned specific lists of
Winnti Group Blocks target IP addresses.!®
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https://attack.mitre.org/groups/G0139/

Threat Actors

= ORKL Search Versions Sources

Sources Q iEssaie %

CyberMonitor (623 1,032 results found in 99ms
Malpedia (279

APTnotes (245

LR Threat Group-4127 Targets Google Accounts

ETDA (151
ViTTPE 63 Threat Group-4127 Targets Google Accounts Threat Group-4127 Targets Google Accounts

secureworks.com/research/threat-group-4127-targets-google-accounts Author: SecureWorks Counter
OTX (109 Threat Unit™ Threat Intellige

track the activities of Threat G| Q soogle cloud

409 results found in 134ms
Most Recent (DB) A Authors: Secureworks
v

Tracking the Activities of TeamTNT: A Closer Look at a Cloud-Focused
Actor Group

MITRE:APT28 ETDA:Sofacy

..targeting customers of multiple cloud services and other services that potential victims m
These include AWS, Cloudflare, Google Cloud, Git, SMB services, FTP, and other services w
tials might be present.13 16 | Tracking the Activities of TeamTNT: A Closer Look at a C
Malicious Actor Group...

Authors: EMPTY Creation Date (PDF): 2021-07-15T15:48:25Z

MITRE:TeamTNT ETDA:Harvester ETDA:Lead ETDA:TA511 ETDA:Safe
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Threat Model 101

BRUCE WAYNE/BATHAN' THREAT oneL. (00

BAT CAVE

PROTECTION

SECURITY SYSTEM

HIDE LOCATION

ENCRYPTION JOURNALISTS

s HIGH RISK

https://arstechnica.com/information-technology/2017/07/how-i-learned-to-stop-worrying-mostly-and-love-my-threat-model/
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Attack Trees

Attack Trees
B. Schneier

Dr. Dobb's Journal, December 1999.

Modeling security threats
https://www.schneier.com/academic/archives/1999/12/attack trees.html
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https://www.schneier.com/academic/archives/1999/12/attack_trees.html

Attack Trees

Phishing : Social

Stolen ; Physical > ;

Credentials (Credential achc):;s to Engineering
Harvesting) server

Purchased : - ~ 3 Physical
nof | Pretextin Disgruntied hysica
on dark web lr:}:;?\?r’;l:teg for users 53 AND worker access to
email to supply user space
known entities | credentials
with
credentials in
message
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Tactics and Procedures

A Pen Test HackFest

HACKING A

KUBERNETES
CLUSTER

DEF CON SAFE MODE
TALKS
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So You Think You
Can Secure Your >
Cloud: Red Team
Engagements imGCP

- Madhav Bhatt

- Brad Richardson

., ABug Hunterd ||
, Guide To GCP,

A tloud & De\id{as Security
: P\
\

- Kat Traxler



Mitre ATTRCK
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Mitre ATT&CK

" . X Privilege . Credential . Lateral . Command and .
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact
9 techniques 10 techniques 19 techniques 13 techniques 38 techniques 15 techniques 28 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniques

Command and Accout Abuse Elevation

Application Automated Account Access
Fa%lper_ Exfiltration u Removal

Abuse Elevation Adversary-in- 1% Ioi\alion of Adversary-in-
the-Midd| emote the-Midd|
Services

Scipting Manipulat Control Control Mechanism ;) e 1/ € 1)
Interpreter e — Mechanism s Application Window Protocol
Exploit Public BITS Jobs Access Token Brute Force L} Discovery Archive Data Transfer Data Destruction
Fadi Exploitation for Access Token Manipulation ) Internal Collected Communication Size Limits
plication Thent Execution Boot or Logon Manipulation ;) Browser Bookmark Spearphishing Data Through Data Encrypted for
e O Autostart BITS Jobs L} Discovery " Removable Exfiltration Tmpact
External Remote Inter-Process Execution s Boot or Logon Lateral Tool Audio Capture Media T
Services Communication ,,, Autostart Deobfuscate/Decode Cloud Infrastructure Transfer 0 Data
o Boot or Logon Execution 145 Files or Information Exploitation for iscovery Automated Data Manipulation
Hardware Native API Initialization Tredentia Remote Service | Collection Encoding ;5 R
Additions Scripts s Boot or Logon Direct Volume Access Access Session Exfiltration Defacement
Scheduled Initialization e Hijacking > Browser Session Data er e
Phishing Task/Job s Browser Scripts (4/5) Domain Policy Forced — Hijacking Obfuscation , , Channel Disk Wipe
Extensions Modification ; -, Authentication Cloud Service —
Replication Shared Modules Create or Modify Discovery ETVICES Clipboard Data Dynamic Exfiltration Endpoint Denial of N
Through Compromise System Execution Forge Web — Resolution 5 Over Other
Removable Softw: Client Software Process Guardrails Credentials Replication Data from Cloud == Network
Media Deployment Tools Binary o Through torage Object Encrypted Medium . , Firmware
Domain Policy Input Removable Channel ;,, ‘ Corruption
Supply Chain System Services an) Modification 2 fense Evasi Capture (5 Domain Trust Discovery ~ Media Data from Exfiltration
Compromise an . E—— = Configuration _ Over Physical
User Execution (5 ) Modify File and Directory Renncitons Medium ..
Trusted Create or Modify Authentication Discovery
Relationship Windows System Event Triggered Process 5,4, e
Management Process Execution _ Group Policy Discovery + version
Valid Instrumentation & i) Hide Artifacts ;o) Network Taint Shar Protect - Minimal + ATT&CK version
Accounts Event Triggered itatios Sniffing Network Service Content + creation date
Execution (515, l}:1Iijack Execution e Scanning - [ES8B520 Protect - Parta +I::’l"\;pdate
low redential se Alterr * *
External Remote L) Dumping o) n Network Share Authentic Protact - Significant ::::::":t : +technique-scores
Services H?:ch Execution Impair Defenses Discovery Material 0 A +organkzation ! + sub-techniques-scores
™ 5 a1 . . + platform techniques.
Hijack Execution Indicator Removal on Network Sniffing itans '
Flow (;/41) Process Host /) ccess Token [FBESFSERN] etect - arta b degscrip(ion . :
Injection — Password Policy i -
2 e Indirect Command Steal or Forge Discovery DetecC Sgnonns Iﬁﬁ:m‘,‘f:
Scheduled Execution Kerberos + references A
Task/Job (15 m Tickets Peripheral Device (FRGBBERN] Respona - Minimal — SubTechniquesScore
= ‘ ---\.
y | %oree sub-techniques SubTechnique
[ [rm— ' i p .
scores [
[ t1ve0- ro :::‘r:fnenl oy "
ixed - Parti
N xec - Sionificant
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NIST tazn THE COMPUTER

— INCIDENT | [CETeEE
P RESPONSE| e

Recommendations of the National Institute
of Standards and Technology PLANNING HANDBODK SECURITY MONITORING AND

INCIDENT RESPONSE MASTER PL

Tom Millar “litae

Tim Grance J T SK ‘
Karen Scarfone } ot |“F“R“l‘l““ AT .

http://dx dot org/1 0. 6028/NIST SP.800-61:2 1T " ¥ Yol

L Jeff Bollinger,
NX. McCARTHY Brandon Enright & Matthew Valites

Copyrighted Material
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EFFECTIVE THREAT
INTELLIGENCE

Building and running an intel
team for your organization

OREILLY"

Cloud Attack

Intelligence-
Driven Incident
Response

OUTWITTING THE ADVERSAR

Vectors

Building Effective Cyber-Defense
Strategies to Protect Cloud Resources

yJ mb(r

Scott J. Roberts,

JAMES DI E TLE Kyle R.Maxwell & Rebekah Brown
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Testthe TTPs

List buckets

gsutil 1s -r gs://*

View bucket configuration

gsutil 1s -L -b gs://my_bucket/

All buckets

Read a file

osutil cat gs://SensitiveData/person.csv more
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