








• An unknown number of Linux systems affected

• 8.5 million Windows devices affected

• Total financial losses are at least $15 billion



CrowdStrike









CrowdStrike 
Falcon

• Enterprise level endpoint protection

• Uses AI for some parts

• Template instance files containing regular 
expression templates

• Partly a kernel-mode driver

• Marked as Early Launch AntiMalware

• New ability to analyze Windows Interprocess
Communication (IPC) (February 2024)



• Content Interpreter

• Template Types

• Template Type Definitions file

• Template Instances



ContentInterpreter(TemplateInstance template, TemplateInput[] templateInputs)

Out of Bounds Read





How did we 
get here?



• Content Interpreter

• Template Types

• Template Type Definitions file

• Template Instances

• Content Validator

• Content Configuration System

• Channel Files



No validation that number of inputs in 
Template Type code matched Template 
Type Definition



No validation of expected vs given input 
length in Content Interpreter



Template Type testing only uses a few 
handcrafted Template Instances



Logic error in the Content Validator with 
regards to input length



Content Interpreter not used when 
testing Template Instances



Template Instances didn’t have a 
staged deployment



What can 
we learn?



Test your code



Test configuration changes



Use staged deploys



Everybody can make mistakes



Communicate good when shit happens



What can you learn?
Think about it.



jakob@jakobcarlsson.se
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