”His computer virus crashed 1507
systems including Wall Street trading
systems, single-handedly causing a seven

point drop in the New York stock
market.”
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WANTED

BY US. MARSHALS

NOTICE TO ARRESTING AGENCY: 3eftee arrest, valiate warranst Usrough Naticoal Crime laformation Center (NCIC),
Ulsitod States Mandals Service NCIC catry sumdet: (NIC/ ) 5

NAME: covncnncnnnsnscenesss HMITNICK, EKEVIN DAVID

AXS(S): vuvnvnnnnernnnsnsses JITNIK, KEVIN DAVID
MERRILL, BRIAN ALLEX

DESCRIPTION:
RaCE cavecnanncrcccnsncacs MIITE
PRt Of BUIA: s uvevnnnnnenes o VAN KUYS, CALIFORNIA
w‘)dm:--o-ooo.--s.o-O‘l“,"; 30118/70
.hw:..........--........S'l"
w‘:. ......'l...‘.....‘”
lyu:.....................u“
Mt sovonvnnnnannoncnans JB3R0NR
”w;..‘.‘ll. .....l...Ltm
L MAks, TaIO08:  w v v v v v v o o NONE KHOWX
Sochl Seeuwstty Numder (1) . o\ oo . 550-39-5695
NCIC Fingerpeiat Classficaton: | | DOFN2OPHI 3DLIPKI 99909

ADDRESS AND LOCALE: KNOWX TO RESIDE IX YTHE SAR FERRAXDO VALLEY AREA OF CALIFORNIA AXD
LAS VEGAS, REVADA

gucmaf.owﬂw fs's&’ musr?olum AzCCBSS DEVICE; COMPUTER FRAUD
Waenat lssoed: aﬂﬁsoxmc: OF CALIFORNIA ’
Wenat Neodar: 9312-1112-0154-~C

DATE WARRANT ISSUED. NOVDXSER 10, 1992

MISCELLANEOUS INFORMATION: SUBJECT SUTFEIRS FROM A WEICHAT PROZLEM AXD MAY RAVE EXPERIENCED
WEICHT GALSR OX WEIGHT LOSS

VEHICLE/TAG INFORMATION: NONE XNOWN  OFTZN USES PUBLIC TRANSPORTATION

M arrevted or whecsaboats kaown, nolify the local Usited States Masshals OlTicw, (Tedepdone: 2132942485 ).

I 00 satwer, call Uaited States Marabals Seevice Comemunications Caater 1a Mclsaa Virginia,
Teleohoo 20 50102 (246 howes PO SO



”His computer virus crashed 1507
systems including Wall Street trading
systems, single-handedly causing a seven

point drop in the New York stock
market.”

ot e e



* An unknown number of Linux systems affected
e 8.5 million Windows devices affected
* Total financial losses are at least S15 billion
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CrowdStrike

.
N into a problem and needs to restart. We're

' ]
ing some error info, and then we'll restart for

plete

For mare information about this issue and possible fixes, visit

tps //waw windows com/stopcode

1you cafl o suppent person. give fhwen i infc

Stop code SYSTEM THREAD EXCEP

What laded csagent sys




Windows Architecture

Applications

DLLs System Services Login/GINA

Subsystem
Servers Kernel32 Critical services User32 / GDI

User-mode ntdll / run-time library

Kernel-mode Trap interface / LPC

Security refmon || /O Manager | |Memory Manger|| Procs & threads || Win32 GUI
[ Net devices | [ _File filters |
Net protocols | [ File systems | | Filesys run-time Scheduler

Net interfaces| [Velume mars | Cache mgr Synchronization
| Device stacks |

Object Manager / Configuration Management (registry)
Kernel run-time / Hardware Abstraction Layer
& Microsoft Corporation 2006




Regular Expression E-mail Matching Example

Regular expression boundary

Match as many times

Match anything _ as possible

contained within Match upper
and lower case

brackets Match the @ symbol| || x through Z

/I\W._%+-1+@[\w.-1+\.[a-ZA-Z]{2,4}/

| Match Match a single period \[Match at
%, +, and - least two

if found times but no
more than
four times

Match any character A-7
upper or lower case and
any number 0 to 9
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CrowdStrike
Falcon

Enterprise level endpoint protection
Uses Al for some parts

Template instance files containing regular
expression templates

Partly a kernel-mode driver
Marked as Early Launch AntiMalware

New ability to analyze Windows Interprocess
Communication (IPC) (February 2024)



Content Interpreter
Template Types
Template Type Definitions file

Template Instances



ContentInterpreter(Templatelnstance template, Templatelnput[] templatelnputs)

16

17

1%

19

Out of Bounds Read

..........



Your PC ran into a problem and needs to restart.
Restart will be available:(15% completed)

You can search for this error online: HAL_INITIALIZATION_FAILED



How did we
get here?




Content Interpreter

Template Types

Template Type Definitions file
Template Instances

Content Validator

Content Configuration System

Channel Files



No validation that number of inputs in
Template Type code matched Template
Type Definition



No validation of expected vs given input
length in Content Interpreter



Template Type testing only uses a few
handcrafted Template Instances



Logic error in the Content Validator with
regards to input length



Content Interpreter not used when
testing Template Instances



Template Instances didn’t have a
staged deployment



What can
we learn?




Test your code



Test configuration changes



Use staged deploys



Everybody can make mistakes



Communicate good when shit happens



What can you learn?
Think about it.



jakob@jakobcarlsson.se

STRATEGIC & ()



	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7: CrowdStrike
	Slide 8
	Slide 9
	Slide 10
	Slide 11: CrowdStrike Falcon
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31

